UBND TINH HA TINH CONG HOA XA HQI CHU NGHIA VIET NAM

SO NGOAI VU DPoc 1ap - Tw do - Hanh phiic
S6: 868 /SNgV-VP Ha Tinh, ngay 01 thang 6 nam 2026
V/v dam l?éo an ninh mang hé
thong thong tin

Kinh gtri: Phong chuyén mon va don vi thudc S&

Ngay 29/5/2026, Cong an tinh c6 Vin ban s6 2113/CAT-ANM vé viéc dam
bao an ninh mang hé thong thong tin; S& Ngoai vu yéu cau cac phong, don vi to
chire thue hién mot sd ndi dung sau:

1. Thuc hién nghiém tic cac quy dinh phép luat vé bao vé bi mat nha nuéc,
cac quy dinh vé quan 1y, str dung céc trang thiét bi may tinh, thiét bi luu trit ngoai.

2. Ra soat, boc g& (néu c6) mi doc Mustang Panda tai may tinh cia cac
phong, don vi theo hudng dan tai phu luc kém theo.

File cai dat “MustangKiller.exe” dugc g1 kem theo van ban.

Qua trinh trién khai thuc hién, néu c6 kho khan, vudng méc trao d6i qua
Vin phong (ddng chi Tran Thi Thay) dé duoc huéng din, hd tro.

Pé nghi cac phong, don vi trién khai thyc hién nghiém tic, bao cdo két qua
thyc hién vé Vin phong Sé truée ngay 10/6/2026./.

Noi nhgn: TL. GIAM BDOC
- Nhu trén; A
- Cong an tinh (dé b/c);
- BGD S¢;

- Luu: VT, VP;s.

Tran Thi Nhu Y



PHU LUC
HUONG DAN PHAT HIEN, GO BO MA POC MUSTANG PANDA
(Kém theo Viin ban sé  /SNgV-VP ngay / /2026)
I. Dau hiéu phat hién may tinh, thiét bi ngoai vi lAy nhiém ma doc

- Khi str dung thiét bi luu trix ngoai vao may tinh, toan bo dir liéu trén USB,

dia CD ty dong bién mat, chi con biéu twong shortcut (nhw Hinh 1), ngudi ding
click dup vao biéu tuong shortcut ndy sé nhin thay dit liéu trén thiét bi can sao chép.

- Khi sir dung thiét bi luu trit ngoai (USB, thé nhé may anh, CD dang USB)
may c6 dau hiéu hoat dong cham, 6 dia quay nhanh, kéu to bat thuong; dung luong
d3 str dung ctia USB cao hon nhiéu so vé6i tong dung luong file thuc té trén USB.
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Hinh 1: Biéu tuwong shortcut trong USB <khi khéng cho hién thi céc file in>

@QFL_', » Computer » USB (D) »

Organize ~ Share with ~ New folder
7 Favorites Name Type
B Desktop - File folder
Rlbess (3) * RECYCLERBIN File folder
< Recent Places System Volume Information File folder
(3) we USB Shortcut
| Libraries

2*L Documents

. Music
Hinh 2: Biéu twong shortcut trong USB va cdc phan viing dn <khi thiét lgp
chirc nang hién thi cac file an>
II. Raquét,béc go ma doc

Dé ra quét, phat hién mi doc Mustang Panda lay nhidm trén mdy tinh, st
dung coéng cu ra quét dé phat hién va g& bo ma doc (ma MDS5:
29FD9F3F77687BD23579D584E363DF4B) theo cac budc cu thé nhu sau:



Bude I: Str dung USB (USB an todn hodic USB co yéu, heu y khéng sir dung USB thong

thirong) sao chép cong cu MustangKiller.exe vao may tinh can thuc hién.

Mew folder X +
T C J > New folder
@ New - a5 O @D = Ty T sort - = view -
<% Home Mame Type Size
H] Gallery =} MustangKiller.exe Application 2,324 KB
Budc 2: M6 chuong trinh MustangKiller.exe sau do chon “Run” dé chay.
7} Setup - MustangKiller version 1.0 = >
F XN

| Ready to Run
MustangKiller is now ready to begin running on your computer.

Click Run to continue.

&

Cancel

Buwéce 3: Chuong trinh s€ di¢t ma ddc, xda cac t&p tin doc hai trén may, xda
autorun, thu thap mau ma doc, tap hop két qua ra quét vao tép tin nén c6 dudi.rar
ddt ngoai man hinh may tinh nguoi dung (nhw Hinh 3), dong thoi, két qua ra quét

s€ hién thi trén man hinh (nhw Hinh 4).
> ThisPC > QOS(C) > Users > Admin > Desktop >

Search Dv
@D = W T sort - = View ~ (& Extractall
Name Date modified Type Size
‘ﬂ 4C4C4544-0033-5610-8030-B9C04F355833 1rar 5/18/2026 547 PM WinRAR. archive 1KE




F= cawl NDOWS\system32\cmd. X

[START]

FilePath TimeCreated TimeModified RemoteIPs ConnState

=== RESULTS === Internet: ONLINE | Run: #34 5/21/2026 9:20:41 AM

[END]
Press any key to continue . . .

Hinh 4: Cira s6 hién thi két qud ra quét
Buéce 4: Can bd thuc hién copy tép tin két qua vao USB (USB an toan hodc USB
co yéu, luu ¥ khong sir dung USB théng thwong) dé tap hop két qua (lwu y chi

chdp nhan tép tin cé dudi _1.rar).

Sau khi thuc hién ra quét toan don vi, can by dugc giao nhiém vu trién khai ra
quét tap hop céc tép tin két qua tir cac may tinh cta don vi minh luu thanh thu
muc dat tén theo tén don vi (vi du: HaTinh SoGiaoducvaDaotao;
HaTinh ThanhSen) dé tap hop trao ddi lai can bo hudng dan tryc tiép cua don vi
cap trén dé tap hop trao d6i Cong an tinh qua du mdi Cong vin nay. Tap hop céc
két qua s€ luu tai 3 noi: don vi dugce kiém tra, Cong an tinh, Cuc A0S dé dbi sanh,
thong nhat dé kiém tra.
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